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IN THE CLAIMS 

1 . (previously presented) A mobile terminal in a mobile communication system for 
authenticating a communicating party when communication is performed between the mobile 
terminal and a device on the side of a network, comprising: 

authentication processing means which, when a request signal requesting operation 
execution is received from a network device, is for executing authentication processing to check 
whether said request signal is a request signal from an authorized network device; and 

operation execution means for executing an operation that is in accordance with said 
request signal only if authentication that the network device is an authorized network device is 
obtained, wherein said authentication processing means includes: 

means for storing an iden tifier and key information of a mobile terminal; 

a random-number generator for generating any random number when said request signal 
is received from the network device; 

an authentication operation unit for executing a prescribed authentication operation using 
said key information and random number; 

an authentication request signal transmitter for creating an authentication request signal, 
which includes said terminal identifier and random number, and sending this signal to the 
network device; 

a receiver for receiving an authentication result, which has been obtained by an 
authentication operation performed on the network side, from the network device; and 

a comparator for comparing the authentication result computed by the mobile terminal 
and the authentication result sent from the network device, wherein 
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saia operation execution means executes the operation that is in accordance with said 

request signal upon deciding that the network device is an authorized network device when the 
compared results agree. 



2. (canceled) 

3. (previously presented) A mobile terminal in a mobile communication system for 
authenticating a communicating party when communication is performed between the mobile 
terminal and a device on the side of a network, comprising: 

authentication processing means winch, when a request signal requesting operation 
execution is received from a network device, is for executing authentication processing to check 
whether said request signal is a request signal from an authorized network device; and 

operation execution means for executing an operation that is in accordance with said 
request signal only if authentication that the network device is an authorized network device is 
obtained, wherein said authentication processing means has an authentication necessity table 
which indicates whether each request received from the network device requires authentication, 
refers to this table when a request is received, and executes au thentication processing if the 
received request is one requiring authentication, and said operation execution means executes the 
operation that is in accordance with said request signal if authentication that the network device 
is an authorized network device is obtained; and 

said authentication processing means foregoes authentication processing if a request is 
not one requiring authentication, and said operation execution means executes the operation that 
is in accordance with said request signal. 
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4. (currently amended) A network device in a mobile communication system for 
authenticating a network device by comparing, at a mobile terminal, authentication results 
computed by respective ones of the mobile terminal and network device when communication is 
performed between these two devices, comprisin g: 

means for sending a signal, which requests that a mobile terminal execute a prescribed 
operation, to said mobile terminal; 

a table for storing correspondence between au identifier and key information of a mobile 
terminal; 

a receiver for receiving, from die mobile terminal that has received said request signal, an 
authentication request signal that includes the identifier and random number of said mobile 
terminal; 

a key-information acquisition unit for acquiring key information, which corresponds to 
the received identifier of the mobile terminal, from said table; 

an authentication operation unit for executing an authentication operation using said 
acquired key information and said received random number; and 

a transmitting unit for transmitting the authentication result to the mobile terminal, 
wherein s aid mobile terminal include 

m eans for storing the identifier and fcev info rmation of said mobile terminnl- 

— a random-number generator for generating a n y random number when said request signal 

is received from the network device; 

an authentication operation unit, for exectinn, a prescribed authentication operation n^in^ 

said kev information an d random numhw; 
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EMnentication request signal transmitter for creating t h e authentication request sig nal, 

which includes said identifier a nd r a n do m number, and sending this signal to the network fo v ir. P] 

- a receiver for receiving the authentication result frnrn the network device-, and 

a comparator for comparing the authe n tication result computed by the mobile terminal 

and the authentication result sent from the network device 



5. (previously presented) A mobile communication system for authenticating a 
communicating party when communication is performed between a mobile terminal and a device 
on the side of a network, wherein 

the mobile terminal includes: 

au thentication processing means which, when a signal requesting execution of a 
prescribed operation has been received from a network device, is for sending an 
authentication request signal to the network device in order to determine whether said 
request signal is a request signal from an authorized network device; performing an 
authenti cation operation; and comparing result of this authentication operation with result 
of an authentication operation sent from the network device; an d 

operation execution means for executing an operation that is in accordance with 
said request signal only if authentication that the network device is an authorized network 
device is obtained; and 

said network device includes an authentication operation unit for executing an 
authentication operation based upon an authentication request signal received from said mobile 
terminal, and sending result of tins authentication operation to the mobile terminal, wherein the 
authentication processing means of said mobile terminal includes: 
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means for storing an identifier arid key information of a mobile terminal; F ^ * ^ 2 ' 
a random-number generator for generating any random number when said request signal 
is received from the network device; 

an authentication operation unit for executing a prescribed authentication operation using 
said key information and random number; 

an authentication Tequest signal transmitter for creating an authentication request signal, 
which includes said temiinal identifier and random number, and sending this signal to the 
network device; 

a receiver for receiving result of an authentication operation obtained by an 
authentication operation of the network device; and 

a comparator for comparing result of the authentication operation performed by the 
mobile terminal and the result of the authentication operation sent from the network device; and 

the authentication processing means decides that the network device is an autiiorized 
network device when the compared results agree. 

6. (canceled) 



7. (currently amended) A mobile communication system for authenticating a 
communicating party when communication is performed between a mobile terminal and a device 
on the side of a network, wherein 

the mobile terminal includes: 

authentication processing means which, when a signal requesting execution of a 
prescribed operation has been received from a network device, is for sending an authentication 
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request signal to the network device in order to determine whether said request signal is a request 
signal from an authorized network device; performing an authentication operation; and 
comparing result of this authentication operation with result of an authentication operation sent 
from the network device; and 

operation execution means for executing an operation that is in accordance with said 
request signal only i f authentication that the network device is an authorized network device is 
obtained; and 

said network device includes an authentication operation unit for executing an 
authentication operation based upon an authentication request signal received from said mobile 
terminal, and sending result of this authentication operation to the mobile terminal, wherein said 
authentication processing mean s has an aathenti cation necessity table which indicates whether 
each request received from th e netw ork device requires authentication, refers to this table when a 
request is received, executes authentication processing if a request is one requiring 
authentication, and said operation execution means executes the operation that is in accordance 
with said request signal if authentication that the network device is an authorized network device 
is obtained; and 

said authentication processing means foregoes authentication processing if a request is 
not one requiring authentication, and said operation execution means executes the operation that 
is in accordance with said request signal. 

8. (previously presented) A mobile communication system according to claim 5, wherein 
said network device further includes: 
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means for sending a mobile terminal a request signal requesting execution of an 
operation; 

a table for storing correspondence between an identifier and key information of a mobile 
terminal; 

a receiver for receiving, from a mobile terminal that has received said r request signal 
requesting execution of the operation, an authentication request signal that includes an identifier 
and random number of said mobile terminal; and 

a key-information acquisition unit for acquiring key information, which corresponds to 
the received identifier of the mobile terminal, from said table; and 

said authentication operation unit executes an authentication operation using the key 
information acquired by said key-information acquisition unit and said received random number, 
and sending resul t of the authentication operation to the mobile terminal. 



9. (currently amended) A mobile communication system for authenticating a 
communicating party when communication is performed between a mobile terminal and a device 
on the side of a network, wherein 

the mobile tenninal includes: 

authentication processing means winch, when a signal requesting execution of a 
prescribed operation has been received from a network device, is for sending an authentication 
request signal to the network device in order to detennine whether said request signal is a request 
signal from an authorized network device; performing an authentication operation; and 
comparing result of this authentication operation with result of an authentication operation sent 
from the network device; and 

J421ISSOJ 
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operation execution means for executing an operation that is in accordance with said 

request signal only if authentication that the network device is an authorized network device is 
obtained; and 

said network device includes an authentication operation unit for executing an 
authentication operation based upon an authentication request signal received from said mobile 
terminal, and sending result of this authentication operation to the mobile terminal, wherein said 
request signal requesting operation execution is a signal requesting that emission of radio waves 
be inhibited, wherein said mobile terminal includes: 

means for storing an identi fier and kev information of said mobile terminal; 

a random-number rcnerator for generati ng anv random number when said request sip nal 

is received from the network device: 

an authentication operation unit for exc ccn inp ; a prescribed authentication operation usinfl 

said kev information and random number* 

an authentication request signal transmitter f o r creatino thft authentication request signal, 

which includes said identifier and random number, an d sending this signal to the network device: 

a receiver for receiving the authentication r e sult from thft network device: and 

a comparator tor comparing the authenhWi pn result computed hv the mobile tenninal 

and the authentication re sult sent from the network drvi™ 

10. (original) A mobile communication system according to claim 5, wherein said request 
signal requesting operation execution is a signal requesting that inhibition of emission of radio 
waves be cancelled. 
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u. (original) A mobile communication system according to claim 5, wherein said request 

signal requesting operation execution is a signal requesting that the mobile station make a 

transition to power cut-off or to a standby operation. 

12. (original) A mobile communication system according to claim 5, wherein said request 
signal requesting operation execution is a signal requesting disclosure of mobile terminal 
information possessed by the mobile terminal. 

13. (original) A mobile communication system according to claim 12, wherein said 
mobile terminal information is user settings information that a user of the mobile terminal has 
stored beforehand in a storage unit of the mobile terminal. 

14. (original) A mobile communication system according to claim 12, wherein said 
mobile terminal information is status information of the mobile terminal. 

15. (original) A mobile communication system according to claim 14, wherein said status 
information is voltage information indicating residual capacity of a battery of the terminal, or 
traveling-velocity information measured by a mobile unit, or present-position information 
detected by a mobile unit 

16. (new) A mobile terminal in a mobile communication system for authenticating a 
communicating party when communication is performed between the mobile tenninal and a 
device on the side of a network, comprising: 

8421)550 I 
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authentication processing means which, when a request signal requesting operation 

execution is received from a network device, is for executing authentication processing to check 
whether said request signal is a request signal from an authorized network device; and 

operation execution means for executing an operation that is in accordance with said 
request signal only if authentication that the network device is an authorized network device is 
obtained, wherein said authentication processing means includes: 

an authentication necessity table that indicates whether each request received 
from the network device requires authentication; 

means for storing an identifier and key information of a mobile terminal; 
a random-number generator for generating any random number when said request 
si gnal is received from the network device; 

an authentication operation unit for executing a prescribed authentication 
operation using said key information and random number; 

an authentication request signal transmitter for creating an authentication request 
signal, which includes said terminal identifier and random number, and sending this 
signal to the network device; 

a receiver for receiving an authentication result, which has been obtained by an 
authentication operation performed on the network side, from the network device; and 

a comparator for comparing the authentication result computed by the mobile 
terminal and the authentication result sent from the network device and deciding that the 
network device is an authorized network when the compared results agree, wherein 
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said operation execution means executes the operation that is in accordance with said 
request signal upon deciding that the network device is an authorized network device when the 
compared results agree, 

said authentication processing means refers to said table when said request is received 
from the network device, and executes authentication processing if the received request is one 
requiring authentication, and said operation execution means executes the operation that is in 
accordance with said request signal if authentication that the network device is an authorized 
network device is obtained, and 

said authentication processing means foregoes authentication processing if a request is 
not one requiring authentication, and said operation execution means executes the operation that 
is in accordance with said request signal. 

17. (new) A mobile communication system for authenticating a communicating party 
when communication is performed between a mobile terminal and a device on the side of a 
network, wherein 

the mobile terminal includes: 

authentication processing means which, when a signal requesting execution of a 
prescribed operation has been received from a network device, is for sending an authentication 
request signal to the network device in order to determine whether said request signal is a request 
signal from an authorized network device; performing an authentication operation; and 
comparing result of this authentication operation with result of an authentication operation sent 
from the network device; and 
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operation execution means for executing an operation that is in accordance with said 
request signal only if authentication that the network device is an authorized network device is 
obtained; and 

said network device includes an authentication operation unit for executing an 
authentication operation based upon an authentication request signal received from said mobile 
terminal, and sending resul t of tins authentication operation to the mobile terminal, wherein the 
authentication processing means of said mobile terminal includes: 

an authentication necessity table that indicates whether each request received 
.from the network device requires authentication; 

means for storing an identifier and key information of a mobile terminal; 
a random-number generator for generating any random number when said request 
signal is received from the network device; 

an authentication operation unit for executing a prescribed authentication 
operation using said key information and random number; 

an authentication request signal transmitter for creating an authentication request 
signal, which includes said terminal identifier and random number, and sending this 
signal to the network device; 

a receiver for receiving result of an authentication operation obtained by an 
authentication operation of the network device; and 

a comparator for comparing result of the authentication operation performed by 
the mobile terminal and the result of the authentication operation sent from the network 
device and deciding that the network device is an authorized network device when the 
compared results agree, wherein 

H4211S50I 
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said authentication processing means refers to said table when said request is received 

from the network device and executes authentication processing if the received request is one 
requiring authentication, and said operation execution means executes the operation that is in 
accordance with said request signal if authentication that the network device is an authorized 
network device is obtained, and 1 

said authentication processing means foregoes authentication processing if a request is 
not one requiring authentication, and said operation execution moans executes the operation that 
is in accordance with said request signal. 

1 8. (new) A mobile communication system according to claim 17, wherein said network 
device further includes: 

means for sending a mobile 'terminal a request signal requesting execution of an 
operation; 

a table for storing correspondence between an identifier and key information of a mobile 
terminal; 

a receiver for receiving, from a mobile terminal that has received said r request signal 
requesting execution of the operation, an authentication request signal that includes an identifier 
and random number of said mobile terminal; and 

a key-information acquisition unit for acquiring key information, which corresponds to 
the received identifier of the mobile terminal, from said table; and 

said authentication operation unit executes an authentication operation using the key 
information acquired by said key-information acquisition unit and said received random number, 
and sending result of the authentication operation to the mobile tenninal. 

84211550.1 
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1 9. (new) A mobile communication system according to claim 1 7, wherein said request 
signal requesting operation execution is a signal requesting that inhibition of emission of radio 
waves be cancelled. 

20. (new) A mobile communication system according to claim 17, wherein said request 
signal requesting operation execution is a signal requesting that the mobile station make a 
transition to power cut-off or to a standby operation. 

21. (new) A mobile communication system according to claim 17, wherein said request 
signal requesting operation execution is a signal requesting disclosure of mobile terminal 
information possessed by the mobile terminal. 

22. (new) A mobile communication system according to claim 21, wherein said mobile 
terminal information is user settings information that a user of the mobile terminal has stored 
beforehand in a storage unit of the mobile terminal. 

23. (new) A mobile communication system according to claim 21, wherein said mobile 
terminal information is status information of the mobile terminal. 

24. (new) A mobile communication system according to claim 23, wherein said status 
information is voltage information indicating residual capacity of a battery of the terminal, or 
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traveling-velocity information measured by a mobile unit, or present-position information 
detected by a mobile unit. 
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